2 CHAPTER: IRMS INTRODUCTION AND NAVIGATION

2.1 Overview of IRMS

2.1.1

The Department of Taxation (TAX) is responsible for administering the Virginia Set-Off Debt
Collection Program, commonly called the Set-Off Program. To help accomplish this, a web-based
Integrated Tax Revenue Management System (IRMS) has been developed to provide the ability for
Set-Off Agencies to create, revise, and review claim and match information on-line.

How IRMS Organizes Information

Once you are successfully logged into the IRMS Web application, you can view information about
the claims and matches submitted by your Agency including:

m  Claim Summary, Detail, and History Information

m  External Offsets in Progress Information

m  External Offsets Payment Summary and Payment Detail Information.

You can also manage claim and match information including:
m  Create, Modify, Delete, or Reinstate Claims

m  Certify or Contest a Set-Off Match

m  Finalize a Set-Off Match

m  Correct a Set-Off Finalized Amount

& Note: Remember, this manual is specific to on-line IRMS processes. You can also submit
claim and match information using batch processes.
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2.2 Getting Started

2.2.1 Starting a Session — First Login

IRMS is an online application, which is accessible by navigating to the External Web Applications
page on the TAX web site and logging into the application. After entering your login information, the
Duo Security (Duo) application validates your credentials before IRMS opens.

Step 1: Enter the following web address into your browser, or click the link below:
www.tax.virginia.gov/external

The Virginia Department of Taxation External Web Applications page opens.

Step 2:  Click the Log on to IRMSWeb link on the page.

After clicking the IRMSWeb link on the web site, the IRMS Login window opens.

IRMS Login

User ID:

Password:

Ok Cancel

Step 3:  Enter your User ID and Password into the applicable window fields.

Step 4: Click OK.
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https://www.irms.tax.virginia.gov/VTOL_ARWeb/

Password Change

The first time you log into IRMS, or whenever your password is reset, the application
prompts you to change your password.

IRMS Login

User IO

Password:

MNew
Password:

\erify
Password:

Change Password

O Cancel

When creating a new password, the following criteria must be met:
1. Passwords need to be 8 to 16 characters long.
2. Passwords must contain at least three of the following four items:
e Alphabetical characters
e Numeric characters
e Special characters
e Combination of upper case and lower case letters
3. Passwords with spaces are not allowed.
4. A previous password can be reused after using 24 additional passwords.
After entering and verifying the new password, click OK.

In addition to the first-time login, you can also choose to change your password at any time.
See Change Password for the steps for creating a new password.
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2.2.2 Duo Login Credentials Authentication

Each time you enter your User ID and Password into IRMS, the Duo application launches and generates
a call to your registered telephone number.

What is this?
Add a new device

My Seftings & Devices

Heed help?

Step 1:  Perform one of the following options when you receive a call from Duo:

e Press any number on your phone to authenticate your credentials.

e Hang up if you did not attempt to login to IRMS, preventing any unauthorized
access.

When authenticated, the IRMS Desktop opens and the following pop-up windows appear
sequentially.
b =]

M ge from L) =
Message from webpage ‘ u

NOTICE and WARNING: This computer system is the property of the
' % Commonwealth of Virginia and may contain U.S. Government
I_\ You are running against TAXPROD information. Access to this system is restricted to authorized users only!
o Unauthorized access, use, misuse, or modification of this computer
system or of the data contained herein or in transit to/from this system
constitutes a violation of Title 18, US Code, Section 1030, and may
subject the individual te Criminal and Civil penalties pursuant to Title
26, US Code, Sections 7213, 7213A (Taxpayer Browsing Protection Act),
and 7431, as well as under applicable Virginia Law (Code of Virginia
18.2). This system and equipment are subject to monitoring to ensure
proper performance of applicable security features or procedures. Such
monitoring may result in the acquisition, recording, and analysis of all
data being communicated, transmitted, processed, or stored in this
system by a user. ANYONE USING THIS SYSTEM EXPRESSLY CONSENTS
TO SUCH MONITORING!! If monitoring reveals possible evidence of
criminal activity such evidence may be provided to law enforcement
personnel. Unauthorized or improper access or use of this computer
system and/or the data contained therein also may subject the
individual to disciplinary action, including termination, under your
employer's personnel policies, procedures, and guidelines. By
proceeding to logon you hereby acknowledge that you have read, fully
understand and comply with this WARNING, as well as TAX's access,
communication, and security policies.

[ o

Step 2:  Click OK to close each pop-up and to begin using the IRMS Desktop.

IRMS Introduction and Navigation
Version 1.0



UPDATING DUO

If your telephone number changes, you will need to submit an IRMS Authorization Request
Form (SA-IRMS-E) to Virginia Tax to have your user profile updated with the new telephone
number. The SA-IRMS-E form can be downloaded from the Virginia Tax web site and
includes instructions for submitting the form to Virginia Tax.

If Duo is unable to authenticate your credentials, the window below appears.

Access Denied. The username you have entered cannot authenticate with Duo

Security. Please contact your system administrator.

Call the VITA Customer Care Center (VCCC) at 866-637-8482 to resolve any access issues,
or any Duo login problems you may have.

Additional Information

If you didn’t select the Remember me for 10 hours checkbox during enrollment and decide
later that you do want to use this feature, follow the steps below:

Step 3:  Login to IRMS. After login, Duo launches.

Dialing XXX-XXX-4026... Cancel

Step 4: Click the Cancel button at the bottom of the window.
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Choose an authentication method

Q' Call Me Call Me

Bypass Code / Enter a Bypass Code

Remember me for 10 hours

What is this? O3

™

Need help?

Step 5:  Click the Remember me for 10 hours indicator.

Step 6: Click Call Me to resume authenticating your credentials.
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2.3 Accessing IRMS Information

2.3.1 IRMS Main Window

After you have successfully logged into IRMS, you will see the IRMS Main window. All of your
work in IRMS will originate from this window.

The contents of this window include:

m  Title Bar identifies which window you have accessed and includes the standard windows
resizing buttons.

m  Menu Bar lists the pull down menus that are used to access IRMS windows. The menus
displayed on the Menu Bar may change depending on which IRMS window is active. You can
display the contents of each window by clicking on the menu and choosing an item from the
pull-down boxes.

m  Display Area contains the specific window you have accessed. The illustration below is the
IRMS Main window.

- O] =

File ‘l Tax Information | Help

Title bar

Menu bar

Display Area

The IRMS Main Menu Bar
The Menu Bar contains three Menus: File, Tax Information, and Help. To access the information in
IRMS, you must choose an activity from one of these menus.

&Note: Depending on your role, the menus shown in the illustration above may vary.
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The illustration below is the IRMS Main window — File menu:

@ IRMS | [ofx]
File | Tax Information | Help | j‘
Close
Print
Exit

|

The File menu provides you with the ability to Print, Close the current window, and Exit IRMS.

The illustration below is the IRMS Main window — Help menu:

| File | Tax Information | Help : :I*

Help Topics. ..

— _
The Help menu provides on-line IRMS Performance Support System (PSS) help.
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The illustration below is the IRMS Main window — Tax Information menu:

| File

Tax Information

Help

Setoffs. .

External Offset Payment

ummary

Clairn

Claims Summary

Cerify/Contest External
jOffset

Finalize External Offset

External Offsets in
IFrogress

Statistical Information

Y

This is the menu that you will use most often to navigate in IRMS and access information.

&Note: Depending on your role, you may not have all of the menu selections shown in the

illustrations below.
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2.3.2 IRMS Windows

After you have selected an item from one of the menus on the Main window, you will view an IRMS
window displaying the information you selected.

There are several different types of windows in IRMS. The types of windows are:

m  List - These windows display lists of items that you can select to view additional information.
You highlight an item on the list to view a Detail window.

m  Detail - These windows contain fields for you to view, enter or change information.

m  Pop-up - These windows are intended to make you aware of the consequences of your actions.
Most often, they either remind you of what you have done, or ask for a confirmation that you
have done what you intended. These message boxes and error messages are discussed in the

appropriate chapter(s).

The illustration below is an example of a Detail window:

**t Finalize External Offset
—External Offset Match

Match ID: |432‘1 54321

External Offset Information

Claim Number: ]U:n

Claim Hame: |Jane Doe

Match Amount:

Agency Hame: |Henrico County

Match Status: |Finaized

Initial Contested Date: |04J’U1 £2004

$230.00

Match Date: |D3f20120l]4

Contested Date: |04/01/2004

Finalized Action: |Finalize '|

SSHFEIN: [111223333
Agency Humber: lm
Source Type: [
Certification Date: [03/31/2004

Finalized Amount: $250.00

Save | Close I
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The illustration below is an example of a List window:

*# IRMS

| File [ Help | r

External Offset Payments Sumniary

|_[ox]

Selection

Agency Mumber: |351 0870 Processing Year: I Fin |

Payment Youcher Number of Amount Administrative Amount of

Date Number Items Finalized Cost Payment
02152004 54321543 13 1012323 F0.00 1012323
031552004 B7ES43M 25 F26 24039 F0.00 2624039
051552004 12345312 &1 $123 456.75 F0.00 F123 45675
Total % TD - 102 §159,520.40 F0.00 §159,520 .40

Close |

The illustration below is an example of a Pop-up window:

-

IRMS Login

=

[ ‘ User ID:I
o

Sl VWARNING!

wéarhingl 1RMS cannot lozate the passwaord pou entered.

Pleaze try again.

[ ]

Cancel |

Change Pazswiord |
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2.4 Ending a Session

To end an IRMS session, you must return to the IRMS Main Window.

**i IRMS !E
| File : | Tax Information : | Help : | :I‘
[

Step 7:  From the File menu, select the Exit option. You receive a system prompt pop-up window
asking you to confirm the exit.

Microsoft Internet Explo: |

@ Are you sure you wank ba guik?

(04 I Cancel |

Step 8:  Click OK to exit IRMS and return to your desktop window, OR

Click Cancel to return to IRMS if you do not want to exit.
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